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Decision/action requested

Request to approve the key issue presented in this contribution. 
2
References

[1]
3GPP TR 33.700-29: "Study on Security and Privacy Aspects of 5G Satellite Access Phase 3"
3
Rationale

The focus of the present document is a deployment of a regenerative payload onboard LEO/MEO satellite. The orbiting satellite communicates with the ground-based infrastructure via a feeder link of a ground-based NTN GW.
The backhaul segment connecting the gNB/eNB onboard the satellite to the ground-based MME/AMF carries at least S1AP, S1U, NGAP, XnAP, UP traffic in addition to management plane traffic. The traffic is carried over the available feeder link. The movement of orbiting satellite results into it switching its feeder link connection with ground-based source NTN GW to a target NTN GW.
Therefore, consistent security posture of the traffic carried over the feeder link needs to be considered.
4
Detailed proposal

Start of Change

5.X
Key Issue #X: Security of communication over the feeder link in regenerative mode
5.X.1
Key issue details

A regenerative payload consisting of gNB/eNB onboard a LEO/MEO orbiting satellite communicates with the ground-based infrastructure via a feeder link of a ground-based NTN GW. An NTN GW is a Transport Network Layer (TNL) node. 

The gNB/eNB onboard the LEO/MEO orbiting satellite relies on the availability of an underlying transport network connection with the ground-based NTN GW over a feeder link and/or Inter-Satellite Link (ISL). This backhaul segment connecting the onboard eNB/gNB and the ground based core network carries 3GPP communication and management plane traffic over a feeder link. The orbiting satellite movement results into frequent switches of a feeder link from a source NTN GW to a target NTN GW. Both hard and soft switchovers of the feeder link are considered in the risk analysis. 

In a hard switch over, an NTN payload connects to only one NTN GW at any time so there could be a transport link disruption during a feeder link switch over. In a soft switch over, an NTN payload connects to more than one NTN GW at any time so there could be a period of overlap during a feeder link switch over. 

The effectiveness of the security protection of gNB/eNB backhaul communication over transport provided via a feeder link depends on the reliability and availability of the feeder link of the orbiting satellite moving from visibility of one gateway site to the next as depicted in the figure 5.X.1-1. 
Editor's Note:
3GPP SA2 WG coordination is required for architectural assumptions in relation to availability and reliability of satellite transport over the feeder link.

A satellite feeder link is not in scope of 3GPP and only acts as a transport layer link. The logical connection of a backhaul over feeder link is depicted in figure 5.X.1-2.
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Figure 5.X.1-1: Feeder link switch
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Figure 5.X.1-2: 3GPP Backhaul over feeder link

5.X.2
Security Threats
In an absence of effective and adequate technical security protection of the gNB/eNB backhaul communication over the feeder link, the control plane, user plane, and management plane over the feeder link is prone to risk of Man-in-Middle eavesdropping, replay, message injection, tampering, spoofing of security sensitive data. 

5.X.3
Potential security requirements

The NTN gNB/eNB onboard the satellite and the ground network shall be mutually authenticated. 

The NTN gNB/eNB backhaul over feeder link shall be confidentiality protected.

The NTN gNB/eNB backhaul over feeder link shall be integrity protected. 

The NTN gNB/eNB backhaul over feeder link shall be replay protected.

End of Change
